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Background

Internet use is now a central part of children and young people’s lives in Ireland today. The vast majority of Irish children are online. Growing Up in Ireland found that 86% of all nine-year-olds have a computer in their home.
 Many now also go online using smartphones, games consoles or other portable devices. Children also start using the internet from a very early age. In the UK, Ofcom reported that 81% of 5-15s are accessing the internet at home and increasing to 97% for 12-15s; additionally, 28% of 3-4 year olds use a tablet computer at  home.
 EU Kids Online also found that Irish young people are avid social networkers: three quarters of 13-14 year olds, and 9 in 10 older teenagers have a profile on a social networking site. 
 Nearly half of 11-12s are also active on social networking sites, despite age restrictions.
 
While the internet provides unprecedented opportunities for young people to learn, communicate, create and share content online, it also poses risks such as bullying and harassment as well as greater accessibility to inappropriate online material, including content of a sexual or violent nature.  It has also raised the risk of children being engaged in online contact with strangers, including predatory contact from others. It is vital, therefore, that parents are aware and educated about the risks of internet use and that technology providers can respond by providing adequate safeguards. Ensuring children’s safety online is a priority for society as a whole and something in which all stakeholders – parents, young people, educators, industry, government, civil society – have a role to play.   
In December 2013, the Minister for Communications, Energy and Natural Resources, Pat Rabbitte T.D., announced the formation of an Internet Content Governance Advisory Group to consider the emerging issues around internet content and its general impact on the lives of children and young people.
 

The Group has been tasked with producing specific recommendations on the appropriateness of existing regulatory and legislative frameworks around electronic communications, internet governance and the sharing of material online. It will also make recommendations on what the most appropriate relationship should be between Internet Service Providers (ISPs), online services, the State and citizens in relation to bullying and harassment online as well as access to online content that may be age-inappropriate but otherwise legal.

With this Public Consultation, the Group invites submissions from the general public on any of the above issues.  In particular, we would like to hear from parents, children and young people, representative organisations, from academics and other experts in the area, from industry and others about how to address concerns regarding risks associated with online activity whilst respecting the fundamental rights and freedoms of all internet users.

The following consultation questions reflect some of the main themes to be considered by the Group.  Responses to these questions should be completed using the Response Form and submitted to CAG14@dcenr.gov.ie by the deadline of March 18, 2014.
Regulation, Governance and Internet Safety
Internationally, a variety of regulatory and policy approaches and frameworks have been adopted to define the most appropriate relationship between ISPs, online service providers, the State and citizens in relation to governance of internet content. In some countries, a specific government framework and/or coordination platform exists while in others, responsibility is shared across several Ministries or agencies. 
In Ireland, the main agency with responsibility for promoting safer internet use is the Office of Internet Safety (OIS) located within the Department of Justice and Equality.  The OIS has a particular responsibility for combatting illegal online content, including child abuse material. It oversees the operation of the Internet Hotline (www.hotline.ie), the system for handling reports of illegal content. The OIS promotes awareness of internet safety in general, monitors and oversees the code of practice drawn up by the industry, and coordinates Ireland’s involvement in the European Union’s Safer Internet Programme.  

Internet Service Providers (ISPs) in Ireland operate under a system of self-regulation, based on an Industry Code of Practice and Ethics, which is overseen by the Government. The Office for Internet Safety has primary responsibility for reviewing and ensuring the appropriate operation of the Code and the wider self-regulatory system.
The Internet Safety Advisory Committee (ISAC) is a national stakeholder forum that advises the Office of Internet Safety and the Department of Justice and Equality on all aspects of internet safety, especially as it relates to children. It includes representatives from child welfare specialists, industry, An Garda Síochána and other government agencies. 
Other government departments with responsibilities in this area include:

· The Department of Communications, Energy and Natural Resources (DCENR) has responsibility for Ireland’s national digital strategy, digital inclusion; 
· The Department of Education and Skills (DoES) through the Professional Development Service for Teachers (PDST) manages the Schools Broadband Programme and acts as the technical coordinator for the Irish Safer Internet Awareness Node;
· The Department of Children and Youth Affairs (DCYA) has responsibility for policy areas that affect children, including their interaction with digital media.

Other state agencies with a potential interest in this area may include: 

· ComReg, the Commission for Communications Regulation, licenses fixed and mobile operators that offer voice and data services and regulates Premium Rate Services;
· The Office of the Data Protection Commissioner upholds individuals’ rights under national and European data protection legislation; 
· The Broadcasting Authority of Ireland promotes media literacy across broadcast and related electronic media; 
· The Ombudsman for Children's Office supports children and young people through upholding their rights, carrying out research and giving advice to government on all aspects of children’s lives. 
In light of the above, the Internet Content Governance Advisory Group invites comments from the public firstly on the question of whether there is a role for government in regulating internet content and online safety or not. If so, what might this entail?  Secondly, we ask if existing approaches to regulation of internet industries are fit for purpose?  
[Question 1] Is there a role for the State in regulating internet content?
[Question 2] Are existing arrangements for regulation of internet industries adequate? If not, what additional arrangements are needed for internet content governance and better internet safety?
Bullying and harassment
Bullying and harassment did not begin with the internet.  However, the pervasive use of internet technologies has added a new ‘cyber’ dimension that allows bullying to occur almost anywhere and at any time. The circulation of inappropriate or threatening messages, offensive videos or photos on social media, sometimes hiding behind the anonymity that the internet can afford, means that the bullying can be seen by a very wide audience and may be visible for a long time. 
Cyberbullying has given rise to considerable and understandable public anxiety. There has been much debate about how best to deal with the issue. The consequences of bullying are very serious for victims. In 2012, the Ombudsman for Children’s Office undertook  a consultation on the problem of bullying in schools. In 2013, the Government launched an Action Plan on Bullying to promote awareness of the issue and to spearhead new anti-bullying procedures for all schools. The Joint Oireachtas Committee on Transport and Communications held four public sessions in 2013 on the challenges posed by cyberbullying and online harassment and has made a series of recommendations about how to tackle the problem. 

With regard to existing legal provision, the Communications Regulation (Amendment) Act 2007 deals with the use of the telephone system to send grossly offensive, indecent, obscene or menacing messages. However, it does not extend to social media. Cyberbullying falls within the term ‘harassment‘ and Section 10 of the Non-fatal Offences Against the Person Act 1997 may apply in such cases. The Law Reform Commission in its latest Work Programme has undertaken to investigate personal safety, privacy and reputation, and jurisdiction in respect of offences committed via the internet. It will consider harmful behavior in this area and whether a specific offence of cyberbullying should be enacted. 
The Internet Content Governance Advisory Group will also consider risks of bullying and harassment, particularly with regard to online activity by children and will advise on relevant policy responses. The Group will take account of international efforts to address this challenging topic and will consider industry contributions to providing more effective technical and other support measures.  In inviting submissions from the public, the Group is interested in gaining feedback both on current proposals for action in this area and in any other ways the State might help to combat bullying and harassment. 
[Question 3] Is existing regulation and legislation sufficient to deal with problems of cyberbullying? If not, what else is needed?
Accessing of age-inappropriate content 
The internet provides opportunities to access information and content on an unprecedented scale. For children and young people, it offers extraordinary resources for education and transforms opportunities for learning and how we engage with information.   However, just as the open internet offers a wealth of valuable information and knowledge, so too it contains vast amounts of misinformation and content that may be offensive, violent or simply inappropriate for younger users. 

For instance, much concern has been expressed about the ease with which young people may access or stumble across pornographic content, typically regulated in the offline world to prevent easy access by minors. Children’s use of smartphones makes such content all the more accessible. Concern has also been raised about the phenomenon of ‘sexting’ (the self-production of indecent content by minors), involving the sharing between users of sexually explicit messages or photos online or via mobile devices. 
Other forms of content that fall into the category of legal content but that still may be age-inappropriate for younger users include online gambling, sites containing information about self-harm, online content that promotes alcohol or drug-taking, so-called pro-anorexia or bulimia sites, racist or anti-LGBT online content, websites containing violent, gory or extremely frightening content, and so on.  
The European Commission has advocated the wider use of age rating and content classification to guide parents and carers about the suitability of, for instance, user generated content and material available for download from app stores. It has also urged countries to offer more support for the production of creative and educational online content that promotes more positive online experiences for young children.
For many years, parental control tools or filters have been advocated as a way of assisting parents/guardians to restrict children’s access to content that may not be appropriate to their age. Some filters also allow parents to manage the amount of time children spend online or to control the kinds of applications or communications functions used. Filtering solutions can be useful in limiting the risk of easy and/or inadvertent access to harmful or age-inappropriate content. However, they can be circumvented with relative ease. Typically, filters need to be installed on individual devices, thereby limiting their effectiveness and/or appeal to parents.  
In the United Kingdom, the main internet service providers, following encouragement from the UK government, have begun to offer family-friendly filtering solutions to all new subscribers. Over the course of 2014, this will be extended to all existing subscribers. The intention is to create a one-click solution for all connected devices within a household. Every parent/guardian will be given the choice whether or not to activate a filtering solution on their ISP connection though it is accepted these will form only part of the solution and need to be accompanied by other educational and awareness initiatives. 
[Question 4]  Do we need additional measures to deal with the accessing by children and young people of content that may be age-inappropriate or harmful for their development?  
Education and awareness raising
Raising awareness and educating children and young people as well as their parents about the risks associated with online activity is central to internet safety.  Educational resources and supports are available across a wide range of platforms including those provided by Office of Internet Safety, the online collection of internet safety resources maintained by the Safer Internet Awareness node, Webwise.ie, safer Internet parenting sessions organized by the National Parents Council for parents of children at primary school, as well as resources made available by online service providers and social media companies. Childline.ie  offers a helpline for children up to the age of 18.  In addition, internet safety is taught in many schools both at primary and secondary level. In the European Commission’s Strategy for a Better Internet for Kids, Member States have been called upon to step up awareness and empowerment including teaching of digital literacy and online safety in all EU schools.
 
 [Question 5]  Do you feel sufficiently informed about online internet safety? Do you know where to find the different educational resources and supports available to keep children (and young people) safe online? Do you believe these resources are easily accessible?
Finally, the Group welcomes any additional comments or observations from the public regarding the welfare of children and young people when using the internet.
[Question 6]  Do you have any other comments or recommendations on the safeguards that should exist to deal with internet content and/or activity that may be harmful or age-inappropriate?
Sublmissions should be made using the Response Form available on the Internet Content Governance website and sent to CAG14@dcenr.gov.ie by the deadline of March 18, 2014.
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